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Abstract

For the last ten years, the success of deep learning comes
from big data and large models. In recent years, the archi-
tecture of neural networks has been very mature. It’s more
efficient to look for ways improving the data based a fixed
neural network architecture. Similarly, in terms of robust ma-
chine learning, defense methods based on deep learning mod-
els have been proposed to mitigate potential threats about ad-
versarial samples, but most of them pursue high-performance
models under fixed constraints and dataset. Therefore, how to
construct universal and effective dataset to train robust mod-
els is still a problem to be explored. In this paper, we con-
sider to generate a more robust and efficient machine learn-
ing model by mining limited data. In detail, we proposed Ro-
bust TrivialAugment(RTA) and Iterative Search to obtain bet-
ter dataset to make the trained model achieve better perfor-
mance with the same amount of data. Moreover, we have ap-
plied the proposed methods to competition AAAI2022 Data-
Centric Robust Learning on ML Models that is organized
by Alibaba on the Tianchi platform and won top 10 in 3691
teams. Code is available at https://github.com/wujiekd/RTA-
Iterative-Search-AAAI2022.

Introduction
Although current computer vision systems can perform well
on test sets, i.e., good generalization, human vision systems
are not as robust as existing computer vision systems (Recht
et al. 2018; Azulay and Weiss 2018). Unlike current deep
learning classifiers (He et al. 2015; Xie et al. 2016), the hu-
man visual system is not fooled by small changes in the
queried image. Humans are not generally confused by these
small disturbances, such as adversarial examples (Biggio et
al. 2013; Szegedy et al. 2014; Goodfellow et al. 2015), Gaus-
sian noise disturbance, etc. Achieving these generalizations
and robustness simultaneously is an important goal of com-
puter vision and machine learning. It is also critical to creat-
ing deep learning systems that can be deployed in real-world
applications.

Robustness and accuracy are negative correlated (Tsipras
et al. 2018; Madry et al. 2018; Zhang et al. 2019). Gen-
eralization performance decreases as robustness increases.
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Therefore, how to balance the accuracy of robustness and
generalization is always the focus of our research. Although
there is a large number of literature devoted to this problem,
most of the proposed approaches are designed around net-
works and loss functions under fixed constraints and dataset.
Instead, Under a fixed network architecture, we develop and
validate a data-centric approach to optimizing dataset to im-
prove the model’s robustness and generalization.

Data augmentation is a very popular method of increasing
the generalization of machine learning models by generat-
ing additional data. It has been applied in many fields, such
as machine translation(Fadaee et al. 2017), semi-supervised
learning(Xie et al. 2020) and so on. Data augmentation for
image classification is the generation of new images based
on images in the dataset, which are likely to still belong
to the same classification category. The early data augmen-
tation strategy was purely manual design, until Autoaug-
ment(Cubuk et al. 2019), Randaugment(Cubuk et al. 2020),
TrivialAugment(Müller et al. 2021) and other automatically
searched data augmentation were proposed to reduce the dif-
ficulty of data augmentation design.

Most studies on the robustness of visual deep learning
methods have focused on the important challenges of the ro-
bustness of adversarial examples(Szegedy et al. 2014; Carini
and Wagner 2017). Adversarial training(AT) is one of the
most effective defense strategies against adversarial samples
(Biggio et al. 2013; Szegedy et al. 2014; Goodfellow et al.
2015). Based on the main AT framework such as PGD-AT
(Madry et al. 2018), many different perspectives of improve-
ment have been proposed and promising results have been
shown. Pang et al. (2021)conducted a large number of exper-
iments on adversarial training and determined the best train-
ing strategy parameters as the benchmark parameters of ad-
versarial training. In addition, Dan Hendrycks et al. (2019)
proposed a corrputions method to evaluate the robustness of
neural networks, which was only used in validation sets to
evaluate the robustness of models.

Inspired by automatic data enhancement such as Triv-
ialAugment and a series of robust strategies and evaluation
methods, this paper proposes an offline and robust Triv-
ialAugment via corruptions and adversarial attacks that costs
zero for the training process. In addition, an end-to-end
model-driven data mining method is proposed to mine the
best data and train the model to improve the robustness and



generalization of the model. It explains the rationality and
value of this method from top to bottom. We summarize our
main contributions as follows:

• We propose an efficient and practical offline data aug-
mentation for generalization and robustness.

• Referring to the benchmark parameters of adversarial
training, through a lot of experiments, we verify and pro-
pose a set of training stratrgies for generalization and ro-
bustness.

• From the high-dimensional space, we propose an end-to-
end model-driven mine the most valuable data and im-
prove the robustness and generalization of the model.

Related Work
Enhance model generalization
From the perspective of data, the most commonly used
method to improve the generalization of the model is data
augmentation. Common data augmentation methods are
manually designed, and the best augment strategies are
aimed at specifical dataset. For example, on MNIST, most
top level models use elastic distortions, scale, translation,
and rotation (Simard et al. 2003; Wan et al. 2013; Ciregan
et al. 2012; Sato et al. 2015). On natural image dataset, such
as CIFAR-10, random cropping, image mirroring and color
whitening are more common(Krizhevsky et al. 2012). Be-
cause these methods are designed manually, they require ex-
pert knowledge and time.

In recent years, with the proposal of many different learn-
ing strategies about augmentation combination, automatic
augmentation methods are booming, especially in image
classification.The promise of this field is to solve custom en-
hancement strategies for specific models and dataset, and the
application is inexpensive. The recent TrivialAugment(TA),
compared to previous data augment methods, is parameter-
less and applies data augmentation only once per image, but
achieving SOTA results with almost free search cost com-
pared to AA, UA and even RA.

Enhance model robustness
From the perspective of data, the most common method to
improve the robustness of the model is to add adversarial
examples into the dataset. In ML model training, it can be
called adversarial training. The idea of adversarial training
(AT) stems from the pioneering work of Goodfellow et al.
(2015), while other adversarial training frameworks such as
PGD-AT (Madry et al. 2018) and TRADES (Zhang et al.
2019) occupied the winner solutions of the adversarial com-
petitions (Kurakin et al. 2018; Brendel et al. 2020). Based
on these primary AT frameworks, many improvements have
been proposed.

Pang et al.(2021) further investigated the implementation
details of dozens of papers on adversarial training. They
found that even with the same model architecture, basic hy-
perparameter Settings (such as weight attenuation, learning
rate, etc.) are highly inconsistent and customized in use in
these papers, which may affect modeling performance and
may override the benefits of the method itself. Therefore,

they reassessed the effectiveness of various basic training
techniques (e.g., warm-up, early stop, weight decay, batch
size, BN pattern, etc.). Their experiment results suggest that
inappropriate training settings can degrade model perfor-
mance to a large extent, and that this degradation may be
erroneously attributed to the method itself. As a result, they
provide a valid and uniform benchmark for TRADES that
have been retrained to achieve new state-of-the-art perfor-
mance on AutoAttack benchmarks (Croce and Hein 2020).

Evaluate model robustness

Most methods to evaluate robustness generally use adver-
sarial samples, which are generated by adversarial attacks
in white-box scenarios. White-box adversarial attack meth-
ods execute their attacks using gradient information of a
given model or a model set. Typical white-box attack meth-
ods include CarLini-Wagner method(Carlini and Wagner
2017), Fast Gradient Sign Method (FGSM) (Goodfellow et
al. 2015), The iterative version of FGSM (I-FGSM)(Kurakin
et al. 2016) and Projection Gradient Descent (PGD) (Madry
et al. 2018).

In addition to the adversarial robustness, there are other
methods to introduce augmented dataset for evaluating the
robustness against general perturbations. Mu and Gilmer
(2019) introduce MNIST-C with a suite of 15 corruptions
applied to the MNIST test set, while Hendrycks and Diet-
terich (2019) introduce ImageNet-C and ImageNet-P with
common corruptions and perturbations on natural images.
Evaluating robustness on these dataset can reflect the gener-
ality of the proposed defenses, and avoid overfitting to some
certain attacking patterns (Engstrom et al. 2019; Tramèr and
Boneh 2019).

Method

RTA: Robust TrivialAugment via Corruptions and
Adversarial Attacks

In this section, we will introduce an effective and robust
augmentation method: Robust TrivialAugment via Corrup-
tions and Adversarial Attacks(RTA). RTA only starts from
data and use offline data augmentation. To ensure the robust-
ness of the model, RTA uses 15 kinds of adversarial noise,
which is obtained by white box adversarial attack with 13
robust models and 2 clean models(resnet50 and wideresnet),
and 15 types of algorithmically generated corruptions from
noise, blur, weather, and digital categories(Hendrycks and
Dietterich 2019), as shown in Figure 1.Among them, the 13
robust models selected are those provided by CVPR2021
Workshop: Adversarial Machine Learning in Real-World
Computer Vision Systems and Online Challenges (AML-
CV). Our attack method is ODI-BIM(Tashiro et al. 2020),
and a small part of it is improved. The code is available.

RTA works as follows. It takes an image X and an aug-
mentation set A described above as input. Then it simply
select an augmentation fromA uniformly and randomly and
apply it, and return the augmented image.



(a) Gaussian Noise (b) Defocus Blur (c) Snow (d) Pixelate

(e) Attack for PGD-AT (f) Attack for Trades-AT (g) Attack for Awp-AT (h) Attack for fastAT

Figure 1: The upper line is some images obtained through corrpution augment, and the lower line is some images obtained
through adversarial augment. For example, it attacks PGD-AT and Trades, which are relatively defense models in recent years.

Robust and generalized training hyperparameters
What we pursue is a more valuable dataset, so the training
process should be clean, that is, adversarial training should
not be used to improve the robustness of the model. We use
RTA to generate training dataset. RTA is essentially an of-
fline adversarial training, so we refer to the Bags of Tricks of
online adversarial training (Pang et al. 2021). They have ver-
ified through a large number of experiments that the parame-
ters such as warmup, batch size and optimizer have no great
impact on the robustness of the model. Therefore, we di-
rectly use the default optimal parameters provided by them.
And for several very important parameters, A large number
of ablation experiments were conducted to determine the op-
timal training parameters to ensure the robustness and gen-
eralization of the model, including the Early stopping w.r.t.
training epochs, weight decay and the smoothing coefficient
of Label Smoothing (LS).

Iterative search: End-to-end mining data through
the model

From top to bottom From the perspective of high dimen-
sion, if we can put all the data covering the whole space into
training, the model obtained must be robust, but the com-
putational resources consumed cannot be solved at present.
However, we can use alternative dataset to represent this
space as much as possible. We can apply all the 30 enhance-
ment methods mentioned above to obtain a relatively robust
dataset, so that the trained model can be considered to be
relatively robust, We can use such a large model represent-
ing the whole space to guide us to select the 50,000 most
valuable training sets. Of course, the disadvantage is that it

Algorithm 1: Iterative search
Input: Dataset D of size N , Targeted model setM
Parameter: The number of iterations T
Output: Optimized dataset Dtrain

1: Divide D into T pieces: D0,D1, ...,DT .
2: D0 with RTA to get the new D0.
3: Let t = 0, Dtrain = D0.
4: while t < T − 1 do
5: Put Dtrain intoM training to getMt

6: Dt+1 with 30 augmentations(RTA) to get the new
Dt+1

7: Use Mt to pick the misclassified images from each
image in Dt+1

8: Sample a image uniformly at random to Dt+1

9: Combine Dt+1 and Dtrain and get new Dtrain

10: end while
11: return Dtrain

needs to consume a lot of resources and time. Of course, we
can look at it the other way around.

From the bottom up We look at the problem from bot-
tom to top. We know that some images are easy to identify
correctly, while others are difficult to identify correctly. In
order to avoid randomness, that is, too many simple samples
are selected. We first use a small part of the dataset to train
the model and use the trained model to select the remaining
data. To ensure that the newly added data can play a posi-
tive role in promoting the model, we iterate for many times
until the limited amount of data is met. In addition, itera-
tive search can be combined with RTA to further improve



Training Set Score

10,000 Ori(baseline) 83.44
5 × 10,000 Ori 85.18
10,000 Ori + 4 × 10,000 Ori with TA 87.35
10,000 Ori + 4 × 10,000 Ori with Cutout 87.87
10,000 Ori + 4 × 10,000 Ori with FGSM 92.99
10,000 Ori + 4 × 10,000 Ori with I-FGSM 96.37
10,000 Ori + 4 × 10,000 Ori with Corruptions 97.12
10,000 Ori + 4 × 10,000 Ori with RTA(Ours) 98.58

Table 1: Experiment results for different augmentation for
generating training sets. (Ori represents the original test
dataset of cifa10).

the robustness and generalization of the model. We outline
the whole process of iterative search for this algorithm as the
pseudo code in Algorithm 1.

Experiments

Our experiments are conducted using MindSpore. Our
methods were tested in StageI and StageII of AAAI2022
Data-centric Robust Learning on ML Models, and the
StageI Models were fixed as ResNet50 and DenseNet121.
The model of StageII is fixed as Preactresnet18 and
Wideresnent, and the evaluation index is Score =
1
|M|ΣMi∈M

1
|X |Σ(xj ,yj)∈X 1(Mi(xj) = yj). The test set is

the attack data generated based on CIFAR-10 to test the ro-
bustness and generalization of the data generation model. In
addition, there are additional restrictions. The training set
size ≤ 50,000, epoch ≤ 200 and batchsize ≤ 256 to avoid
too long training time or too large occupation of GPU mem-
ory. We use a variety of algorithms to optimize our data,
which can be divided into three steps: determine Data aug-
mentation method, adjust the training parameters, and fur-
ther optimize the dataset using iterative search.

Determine Data Augmentation method

Our experimental parameters were set as the reference pa-
rameters of adversarial training (Pang et al. 2021). Use op-
timizer SGD to train 110 epochs, weightdecay = 1 × 10−4,
initial learning rate = 0.1, batchsize = 128. When the train-
ing reached 100 and 105 rounds, the learning rate decreased
by 10 times.

We trained resnet50 and densenet121 with various noises
successively, including Cutout data augmentation, Triv-
ialAugment, adversarial examples, corruptions, and our
RTA, as shown in Table 1. Generally, online data augmen-
tation methods such as TrivialAugment and Cutout can sig-
nificantly improve the generalization of the model, but the
offline effect is not obvious, and can not well improve the ro-
bustness of the model. Compared with the previous method,
Corruptions and Adversarial examples can enhance the ro-
bustness and generalization of the model. However, our RTA
performed well and achieved the current SOTA.

Label Smoothing(LS) Weight decay Score

0 1× 10−4 98.58
0.05 1× 10−4 98.69
0.1 1× 10−4 98.78

0.15 1× 10−4 98.63
0.1 2× 10−4 98.85
0.1 5× 10−4 98.93

Table 2: Experiment results for different Labelsmoothing
coefficient and weight decay parameters.

Early stopping Setup Score

110 epochs, lr decay by 0.1 at [100,105]. 98.93
150 epochs, lr decay by 0.1 at [120, 135]. 99.02
165 epochs, lr decay by 0.1 at [120, 135,150]. 99.09
180 epochs, lr decay by 0.1 at [120, 140,160]. 99.11

Table 3: Experiment results for different Early stopping w.r.t.
training epochs Setting.

Adjust training parameters
We conducted experiments on the three parameters with
very high robustness including Early stopping w.r.t. training
epochs, weight decay and the smoothing coefficient of La-
bel Smoothing (LS), as shown in Table 2. We tried smooth-
ing coefficients of 0,0.05, 0.1, 0.15, which performed best
when the label smoothing coefficient was 0.1. We set pa-
rameter of Weight decay as 1 × 10−4, 2 × 10−4, 5 × 10−4

(pang et al. proved that these three values had a significant
difference in the influence of robustness and generalization
through a large number of experiments). Our experiments
show that the optimal parameter of weight decay is 5×10−4.
In addition, we set up four groups of experiments for Early
stopping w.r.t. training epochs, as shown in Table 3. When
epochs = 180, the learning rate is adjusted to 0.1 times of
[120,140,160] and the highest score is obtained.

Iterative search
We adopted the end-to-end iterative search algorithm and
obtained 99.59 on the basis of 99.11, which is the SOTA
of the StageI, as shown in Table 4. In addition, in StageII,
we set the same training parameters as in StageI, but as the
test dataset was changed in the second round, we adjusted it
on RTA to eliminate the adversarial examples with high at-
tack intensity. In addition, we replaced the CIFAR10 test set
with the training set of CIFAR 10 to ensure generalization.
As shown in Table 4, our application of RTA and Iterative
Search in StageII still achieves excellent results, proving that
our algorithm can improve the robustness and generalization
of the model.

Conclusion
Most of the methods considered to enhance robustness are
very complex, and they are basically from the perspective of
model training. In this work, we propose RTA, a very simple



Stage Methods Best score Rank

StageI RTA + Iterative search 99.59 2/3691
StageII RTA 82.53
StageII RTA + Iterative search 83.32 10/3691

Table 4: Experiment results for our methods(RTA + Iterative
search).

offline augment method. It generates specific candidate sets
through corruptions and adversarial attack, and augment our
dataset offline, so that it is no costs in the training process.

In addition, taking the benchmark parameters of adver-
sarial training as a reference, we supplement the experiment
and get a set of new parameters, which are of great help to
the robustness and generalization of the model.

Finally, given a limited amount of data, what we can do
is to select the most representative data among all possible
data for training. Obviously, mining valuable data manu-
ally is very time-consuming, so we conduct end-to-end min-
ing through the model and select the most beneficial data
to improve the robustness and generalization of the model.
Through the idea of top-down to bottom-up, we propose it-
erative search to effectively mine the most valuable data and
make the model more general and robust under the same
amount of data.
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